


STRIDE 
Introduction 

GNSS systems: 

 GPS 

 FOC: April 1995 

 GLONASS 

 FOC:  

 January 1996 

 System degradation 

 December 2011 

 BeiDou 

 Partially operational 

(regional stage) 

 FOC: 2020 

 Galileo  

 FOC: 2020 

 

FOC: Full operational capability 
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Introduction 

Increasing 

use for PNT 

applications:  

Positioning 

Navigation 

Timing  
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Source: IranMap.com 
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GNSS Vulnerabilities  

"Another widely-known dependence 

that creates an exploitable 

vulnerability is that of GPS. It seems 

critical to me that the Joint Force 

should reduce its dependence on 

GPS-aided precision navigation and 

timing, allowing it to ultimately 

become less vulnerable, yet equally 

precise, and more resilient. The 

global value of GPS will endure, but 

our forces must be able to operate in 

GPS-denied environments in the 

future” 

“His concerns over GPS availability 

relate to threats such as the loss of 

authorized frequency spectrum 

(implicitly creating licensed 

jammers), space weather due to 

hyperactive ionospheric conditions, 

and deliberate or inadvertent 

jamming of GPS signals. He warned 

that GPS is more vulnerable to 

sabotage or disruption than ever 

before.” 

“I hate GPS. The idea that we are all 

hooked to a satellite — formerly 

bought by me to my great 

resentment — in a semi-

synchronous orbit that that doesn’t 

work in certain circumstances, does 

not work indoors or in valleys in 

Afghanistan, is ridiculous.” 
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GNSS Receiver Evaluation 

 Many designers are working on 

improving characteristics of GNSS 

receivers, such as: 

 Lower power consumption 

 Tracking of weak satellite signals 

 Acquisition time 

 Positioning and timing accuracy 

 Radio frequency interference (RFI) 

interoperability  

 Many developers and users still 

struggle to identify suitable 

standard tests to objectively verify 

and evaluate the functionality and 

performance of GNSS receivers.  
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GNSS Receiver Evaluation 

 Employs live GNSS signals. 

 Should be conducted in open area with 

clear view of the sky. 

 Tests scenarios are uncontrollable by 

users and not repeatable. 

Field Evaluation 

 Employs simulated GNSS signals. 

 Should be conducted in a RF enclosure 

(e.g. anechoic chamber). 

 Test scenarios are user controllable 

and repeatable. 

 

GNSS Simulation 
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Research Theme 

Title: Simulation and Modelling of Global 

Navigation Satellite System (GNSS) 

Vulnerabilities  

Research Objectives: 

 GNSS simulation will be used to model the effect of the 

following vulnerabilities on GNSS receiver 

performances: 

 Radio frequency interference (RFI) 

 Spoofing 

 Ionospheric and tropospheric delays 

 LOS blockage and multipath errors 
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R&D Projects Conducted 

Num. Project Title Status Duration 

1 
Evaluation of the Effect of Radio Frequency Interference 

(RFI) on Global Positioning System (GPS) Signals 
Internal 

November 2009 – June 

2010 

2 

Evaluation of the Effect of Radio Frequency Interference 

(RFI) on Global Positioning System (GPS) Signals via 

GPS Simulation 

RMK10 
January 2011 – May 

2012 

3 
Evaluation of  the Effect of Multipath on Global 

Positioning System (GPS) Signals via GPS Simulation 
Internal 

January 2013 – January 

2014 

4 
Evaluation of the Effect of  Global Positioning System 

(GPS) Satellite Clock Error via GPS Simulation 
Internal April – September 2014 

5 

Evaluation of Trade-Off Between Global Positioning 

System (GPS) Accuracy and Power Saving from 

Reduction of Number of GPS Receiver Channels 

Internal 
November 2014 – March 

2015 

6 
Evaluation of the Accuracy of Global Positioning System 

(GPS) Speed Measurement via GPS Simulation 
Internal May – August 2015 

7 
Simulation and Modelling of Global Navigation Satellite 

System (GNSS) Vulnerabilities  

Proposed 

for RMK11 

January 2016 – 

December 2019 
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Presentation Outline 

 Review of activities conducted on 

vulnerabilities of GPS to: 

 Radio frequency interference (RFI) 

 Simplistic spoofing 

 Static multipath 

 GPS satellite clock error 

 Power consumption 

 Speed measurement 

 

 Future research direction (RMK11): 

 Intermediate spoofing 

 Dynamic multipath  

 Ionospheric and troposheric delays 

 Extension to other GNSS systems; 

GLONASS, BeiDou and Galileo 



STRIDE 
GNSS Jamming & Spoofing 

Jamming disruptions are more 

likely than spoofing incidents - 

but the latter are of " higher 

consequence“. 



STRIDE 
GNSS Jamming 

 Jamming: Broadcasting of a strong 

signal that overrides or obscures 

the signal being jammed 

 GNSS signals that reach the Earth 

have very low power (10-16 – 10-13 

W = -160 – -130 dBm) 

 Renders them highly susceptible to 

jamming.  



STRIDE GNSS Jamming 

Unintentional 

(Accidental) 

 Broadcast television 

 Fixed and mobile VHF 

transmitters 

 Personal electronic devices 

(PEDs) 

 Aeronautical satellite 

communications 

 Mobile satellite services 

 Ultra wideband (UWB) radar 

and communications 

Intentional 

(Deliberate) 
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GPS Jamming 

Field GPS 

jamming tests 

were conducted 

in November 

2009 – June 

2010 to study the 

effect of RFI on 

GPS signals 
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GPS Jamming 

Test Site 
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GPS Jamming 

Test Setup 
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Field Evaluations 

GPS Coverage Prediction 

(Using Trimble Planning) 

Satellite visibility PDOP 
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GPS Jamming 

Evaluation of the effect of RFI on GPS accuracy 
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Discussion 

 The accuracy of results obtained was subject to various error 

parameters, such as: 

 Ionospheric and tropospheric delays, 

 Satellite clock, ephemeris and multipath errors 

 Unintentional signal interferences and obstructions 

 All these errors are immeasurable and user-uncontrollable.  

 The ideal testing methodology would be using a GNSS 

simulator which can be used to: 

 Generate multi-satellite GNSS configurations 

 Transmit GNSS signals which simulate real world scenarios 

 Adjust the various error parameters.  

 This would allow for the evaluation of GNSS receiver 

performance under various repeatable conditions, as defined 

by the user. 
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GPS Jamming 

 The study was extended via the 

RMK10 project entitled 

Evaluation of the Effect of Radio 

Frequency Interference (RFI) on 

Global Positioning System (GPS) 

Signals via GPS Simulation.  

 Simulated GPS signals generated 

using an Aeroflex GPSG-1000 

GPS simulator. 

 Tests  conducted in STRIDE’s 

semi-anechoic chamber. 

 

 



STRIDE 
GPS Jamming 

Test Setup 

 

 

The following assumptions are 

made for the tests conducted: 

• No ionospheric or 

troposheric delays 

• Zero clock and ephemeris 

error 

• No multipath fading, or 

unintended obstructions  

• No unintended interference 

signals 
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GPS Jamming 

Test Scenarios 

 

 

Test locations: 

• N 2° 58’  E 101° 48’ (Kajang, Selangor, Malaysia) 

• N 39° 45’  W 105° 00’ (Denver, Colorado, USA) 

• S 16° 55’  E 145° 46’ (Cairns, Queensland, Australia) 

• S 51° 37’ W 69° 12’ (Rio Gallegos, Argentina) 

UTC times: 

• 0000 

• 0300 

• 0600 

• 0900 

GPS signal 

power level: 

• -131 dBm 

• -136 dBm 

• -141 dBm 

• -146 dBm 

• -151 dBm 

• -156 dBm 
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GPS Jamming 

GPS coverage 

 

 

Kajang Denver 

Cairns Rio Gallegos 
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GPS Jamming 

Kajang 

Evaluation of the effect of RFI on GPS accuracy (EPE) 

The highest probable error values were observed for 

readings with the highest PDOP values 

The lowest probable error values were observed for 

readings with the lowest PDOP values 
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GPS Jamming 

Evaluation of the effect of RFI on GPS accuracy (EPE) 
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GPS Jamming 

 The absence of other error parameters resulted in the 

required minimum jamming power levels to be 

significantly higher as compared to field evaluations. 

 Varying probable error patterns are observed for the 

each of the readings: 

 This is due to the GPS satellite constellation being dynamic, 

causing varying GPS satellite geometry over location and time, 

resulting in GPS accuracy being location / time dependent.  

 In general: 

 The highest probable error values were observed for readings with the 

highest PDOP values 

 The the lowest probable error values were observed for readings with the 

lowest PDOP values. 
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GNSS Spoofing 

 Forging and 

transmission of 

navigation 

messages in order to 

manipulate the 

navigation solutions 

of GNSS receivers 

 Even if a spoofer is 

not fully successful, 

he / she can still 

create significant 

errors and jam 

GNSS signals over 

large areas 
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GNSS Spoofing 

GPS spoofing used to trick 

a British vessel into 

Chinese waters 
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GNSS Spoofing 

        

 A number of GNSS 

simulators have 

been designed for 

legal purposes 

 In the wrong hands, 

can be used for 

spoofing 
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GNSS Spoofing 

        

GNSS simulators can be built with relatively low cost equipment 
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GNSS Spoofing 

The spoofing threat continuum 
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GNSS Spoofing 

Meaconing 

 GNSS record and playback systems 

record real GNSS signals and 

retransmit the signals to evaluated 

GNSS receivers.  

 While spoofing using this method 

cannot be used to impose user-defined 

scenarios on a receiver, it can still 

cause the receiver to compute false 

location fixes using the transmitted real 

GNSS signals.  

 Furthermore, this form of attack can be 

used for spoofing military GNSS 

signals  
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GNSS Spoofing 



STRIDE 
GPS Spoofing 

Test Setup 

 

 

 This study is aimed at evaluating 

GPS performance during 

simplistic GPS spoofing attacks. 

 Spoofing is conducted using a 

standalone GPS simulator, which 

at present poses the greatest 

near-term threat.  

 In this type of spoofing attack, the 

spoofing signal is not 

synchronised (in terms of power 

level, phase, Doppler shift and 

data content) with the genuine 

signals received by the target 

GPS receiver.  

 This could cause the target GPS 

receiver to temporarily lose 

position fix lock first, before being 

taken over by the spoofing signal. 
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GPS Spoofing 

Test Scenario 

 

 

• Test area located at N 2º 58.056’ E 101º 48.586’ 70m 

• The spoofing signal is set for position of N 2º 58’ E 101º 48’ 80m, 

while the time is set at the simulator’s GPS receiver time. 
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GPS Spoofing 

The effect of GPS spoofing attacks 

Evaluated GPS receiver 

Reference GPS receiver 
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GPS Spoofing Tests 

Reading 1 Reading 2 Reading 3 

Evaluated  GPS receiver 

The effect of spoofing on GPS accuracy 

Reading 4 Reading 5 Reading 6 
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GPS Spoofing 

The effect of spoofing on GPS accuracy 

Evaluated GPS receiver Reference GPS receiver 
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GPS Spoofing 

 Characteristics of simplistic GPS spoofing: 

 Spoofing signal comes from a single direction 

 GPS receiver temporarily loses position fix lock before being taken over by the 

spoofing signal 

 Increased carrier-to-noise density (C/N0) levels, resulting in improved accuracy. 

 

 Rudimentary counter-spoofing measures: 

 Angle-of-arrival discrimination 

 Loss of lock notification 

 Notification of increase in C/N0 levels and accuracy 

 

 Many of present GNSS receivers are not equipped with such 

measures, and hence, are vulnerable to simplistic spoofing attacks. 
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GPS Spoofing 

The spoofing threat continuum 

 Simplistic spoofing attacks are easily detectable due to poor 

synchronisation between genuine and spoofing GNSS signals 

 Intermediate and sophisticated spoofing are much harder to 

detect as spoofing signals are synchronised with genuine 

signals 



STRIDE 
GNSS Jamming & Spoofing 

Jamming disruptions are more 

likely than spoofing incidents - 

but the latter are of " higher 

consequence“. 
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Conclusion 

 While any GNSS receiver evaluation should encompass field 

tests, such tests have limitations in terms on anticipating and 

controlling the various error parameters as well as inability to 

repeat the test scenarios.  

 In contrast, GNSS simulation provides advantages of 

repeatability, allowing for specific test scenarios to be 

applied repeatedly with varying user-controlled parameters.  

 In addition, these evaluations are conducted in tightly 

controlled environments to eliminate factors that could 

influence the repeatability of the tests.  

 Hence, a complete evaluation of GNSS receivers should 

encompass both field tests and GNSS simulation. 



STRIDE 
Presentation Outline 

 Review of activities conducted on 

vulnerabilities of GPS to: 

 Radio frequency interference (RFI) 

 Simplistic spoofing 

 Static multipath 

 GPS satellite clock error 

 Power consumption 

 Speed measurement 

 

 Future research direction (RMK11): 

 Intermediate spoofing 

 Dynamic multipath  

 Ionospheric and troposheric delays 

 Extension to other GNSS systems; 

GLONASS, BeiDou and Galileo 
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Publications  

Journals 15 

Conferences 10 

Presentations 7 

Periodicals  2 

Workshops  2 

Human Capital 

Development 

Master 2 

Industrial 

trainees 
10 

Output: 2009-2015 

GPS Test & 

Evaluation Facilities 

Accuracy assessment 

(static and dynamic) 

Radio frequency 

interference (RFI) 

Simplistic spoofing 

Static multipath 

GPS satellite clock 

error 



STRIDE 
GPS Functional Tests 

     

Pendulum Instruments 

GPS-12R 

Topcon Hiper GA 

Magellan Z-Max 

Trimble R8 

Trimble Geoexplorer 

6000 GeoXH, Nomad 

900G and Juno SB 

ProMark 200 
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Research Collaborations 

 Effect of Radio Frequency 

Interference (RFI) on Global 

Positioning System (GPS) 

Static Observations (2012) 

 Collaboration with the Faculty 

of Architecture, Planning and 

Surveying (FSPU), Universiti 

Teknologi MARA (UiTM) 

 Project Co-Leaders: 
 Assoc. Prof. Sr. Dr. Azman Mohd 

Suldi  

 Mr. Ahmad Norhisyam Idris 

 Power Efficient Global 

Positioning System (GPS) 

Receiver Design (2014) 

 Collaboration with the 

Department of Computer and 

Communication Systems 

Engineering, Universiti Putra 

Malaysia (UPM) 

 Project Co-Leaders: 
 Dr. Fakhrul Zaman Rokhani  

 Mr. Fawaz Mohamed Jumaah 

      




