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GNSS systems:

¢ GPS
<« FOC: April 1995
¢ GLONASS
<+ FOC:
< January 1996
< System degradation
<+ December 2011
¢ BeiDou p
X Partﬁally operational Jig i { gl ‘;}iﬁlﬁ 'Fueii
(regional stage)
<« FOC: 2020

¢ Galileo FOC: Full operational capability
+» FOC: 2020
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GLONASS Gone ... Then Back

April 2,2014 - By Alan Cameron 18 Comments

Share this: [ Facebook 355 [ Twitter 196 Google [fJ Linkedin 129

In an unprecedented total disruption of a fully operational GNSS constellation,
all satellites in the Russian GLONASS broadcast corrupt information for 11
hours, from just past midnight until noon Russian time (UTC+4), on April 2 {or 5
p.m.on April 1 to 4 am. April 2, US. Eastern time). This rendered the system
completely unusable to all worldwide GLONASS receivers. Full and correct
service has now been restored.

“Bad ephemerides were uploaded to satellites. Those bad ephemerides became
active at 1:00 am Moscow time,” reported one knowledgeable source. For every
GNSS in orbit, the navigation messages include ephemeris data, used to
calculate the position of each satellite in orbit, and information about the time
and status of the entire satellite constellation (almanac); this data is processed
by user receivers on the ground to compute their precise position.

According to another source, a GLONASS fix could not take effect until each
satellite in turn passed back over control stations in the Northern Hemisphere to
be reset, thus taking nearly 12 hours.

During the outage, CEQ Neil Vancans of Altus Positioning Systems reported “We
are currently experiencing calls from customers all over the world who are
experiencing GLONASS ‘outages’ and we have advised customers to switch
GLOMNASS tracking off on our receivers. We don't have any better information on
when normal service is likely to resume from GLONASS satellites. If you do, let
me know!”

Such a — possibly human, possibly computer-generated — error could
conceivably occur with GPS, Galileo, or BeiDou. “Another reason to have
backups,” mused Richard Langley of the University of New Brunswick. “And not
just other GNS5.7

Arecent plot shows all satellites restored to normal service:

Nikolai Testoyedov, general director at JSC Reshetnev Information Satellite Systems

GLONASS Fails Again, Briefly

Latest News
April 16, 2014

Share via: ’o Slashdot E Technorati l!J'lwmer Facebook

Russia's GLONASS satellite navigation system reportedly suffered another major disruption
on Tuesday (April 15, 2014), with eight satellites malfunctioning and another going off the air
entirely.

According to the Russian Interfax news agency as reported by the Moscow Times, eight
GLONASS satellites malfunctioned for a half-hour period beginning shortly after 1 a.m.
Moscow Time.

A ninth satellite, GLONASS #730 stopped working completely at 10:20 p.m. on Monday, and
remained in maintenance status as of today (August 16, 2014), leaving the system with only
23 operational satellites on the air. The constellation has four on-orbit spares, which system
operators can call on to restore GLONASS to full operational capability.

Russia’s Izvestia news quoted Nikolai Testoyedov, general director at JSC Reshetnev
Information Satellite Systems, which manufactures the satellites, as saying that the glitches
occurred while work was being carried out to update the system.




U.S. Air Force Chief Warns against Over-Reliance
on GPS
Latwat Hews
Jaeniary 25, 2010
snare v Jo simndot 1% Teconorati (£l twmer

The Global Peditioning System is valnerable to
threats such as jamming and anti-satellits
weapens and the United States shoald reduce its
dependence en the system while Seveleping
alternatives for precise pesitioning, savigation,
and timing (PNT), the U.S. Air Ferce's tap
milstary leader said Wednesday (January 20).

Air Foree Chief of Staff Gen. Norton Schwartz
made the comments during his opening kerncts
address, *The Unitad States as an Asrospace
Natien: Challenges 3nd Opportunities,” at the
Tuft University Institute for Foreign Policy
Analysis (IFPA) Fletcher Conference on Natienal Security Strategy and
Policy. The 2010 conforence’s theme Is "Air, Space, and Cyberspace Power in the 2151
Cantury.”

The Air Force is the Defenss Department s executive agency charged with
maintaining and operating GPS.

Gt Furtna Scowany, USAF pasts

GNSS Vuinerable: What to Do?

Too Much Sensitivity, Not Enough Robestness,
Says Parkinson

Bead Parianson. the founding architect of GPS. told 2 UK
conference that the system nzeds to b2 made more
rooust to ensure woddmds avaiabiity of sevices fo
users. Hs concems over GPS aalablty relste to
threats such as the loss of authonzed F=ouency
spectrum (mplicitly creating licensed jammers|. space
weather cug o byperacine lonosshenc condtions and
deliberate or madvedient jamming of GPS signals.

Fesd more.

U.S. Secretary of Defense Wants to Move Past GPS
to MEMS-Based Navigation, PNT Experts Doubtful

Latess News « Juty Augast 1015 1sae

Asbvon Carter, the sew 1S Secretary of
Deferws has beent making clear he sapposts

BEMS for position, tavigation, asd tsing (PNT) iforsation,

Carter, who was tappad 10 lead she Pemtagon m Febmeary, appears to kave fiest pablieh
Hnated the idea 2 ywar ago. sbost wx months atser lering the Deparmwnt of Deberm (Dal)),
sehivee bin had served srest recently as deputy seervtary of delasse, & cole that incladed
cochaining thy imtardogartmental Naticaal Space-Based FNT Executsow Couunittos

“Fhate GPS.” Carter said during = wide-ranging commersation aboat innovation = June 2014
“The idea that we 2sw ol hocked 30 & wntellite  bormmry bought by me to =y grwat
sesntitietit — is & sesi-syackronoss orba that that dowsn | work 3 ewetain cireunistason,
dows 2ot work sndoors o s vallkys in Adghanistan, = rdicalowss” His refessnes to buyng GPS
saselites refers 50 2 previons stint (Aprd 2009-O0tober 2011} 23 undersecretary of Sefense for
arquimition, teckaciogy, and logiics




GNSS Receiver Evaluation
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¢ Many designers are working on
Improving characteristics of GNSS
receivers, such as:

¢ Lower power consumption
Tracking of weak satellite signals
Acquisition time

Positioning and timing accuracy

*® & o o

Radio frequency interference (RFI)
interoperability

¢ Many developers and users still
struggle to identify suitable
standard tests to objectively verify
and evaluate the functionality and
performance of GNSS receivers.




GNSS Receiver Evaluation
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Field Evaluation GNSS Slmulatlon
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Employs live GNSS signals. ¢ Employs simulated GNSS signals.
Should be conducted in open area with ¢ Should be conducted in a RF enclosure
clear view of the sky. (e.g. anechoic chamber).

¢ Tests scenarios are uncontrollable by ¢ Test scenarios are user controllable

users and not repeatable. and repeatable.



Research Theme
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Title: Simulation and Modelling of Global
Navigation Satellite System (GNSS)
Vulnerabilities

Research Objectives:

¢ GNSS simulation will be used to model the effect of the
following vulnerabilities on GNSS receiver
performances:
¢ Radio frequency interference (RFI)
¢ Spoofing
¢ lonospheric and tropospheric delays
¢ LOS blockage and multipath errors
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R&D Projects

Conducted

Project Title Status Duration

Evaluation of the Effect of Radio Frequency Interference Internal November 2009 — June
(RFI) on Global Positioning System (GPS) Signals 2010
Evaluation of the Effect of Radio Frequency Interference January 2011 — Ma
(RFI) on Global Positioning System (GPS) Signals via RMK10 y y

: : 2012
GPS Simulation
Evaluation of the Effect of Multipath on Global Internal January 2013 — January
Positioning System (GPS) Signals via GPS Simulation 2014
Evaluation of the Effect of Global Positioning System :
(GPS) Satellite Clock Error via GPS Simulation ALY AP = SEpEinl el AT
Evaluation of Trade-Off Between Global _Posmonlng November 2014 — March
System (GPS) Accuracy and Power Saving from Internal 2015
Reduction of Number of GPS Receiver Channels
Evaluation of the Accuracy of Global Positioning System
(GPS) Speed Measurement via GPS Simulation Al MER] =TS0
Simulation and Modelling of Global Navigation Satellite Proposed | January 2016 —
System (GNSS) Vulnerabilities for RMK11 | December 2019




Presentation Outline

STRIDE

¢ Review of activities conducted on
vulnerabilities of GPS to;:

Radio frequency interference (RFI)
Simplistic spoofing

Static multipath

GPS satellite clock error

Power consumption

® & & o oo o

Speed measurement

¢ Future research direction (RMK11):

Intermediate spoofing

Dynamic multipath

lonospheric and troposheric delays

® & o o

Extension to other GNSS systems;
GLONASS, BeiDou and Galileo




... GNSS Jamming & Spoofing

Jamming disruptions are more
likely than spoofing incidents -
but the latter are of " higher
consequence”.







STRIDE GNSS Jamming

Unintentional Intentional
(Accidental) (Deliberate)

Broadcast television

Fixed and mobile VHF
transmitters

¢ Personal electronic devices
(PEDS)

¢ Aeronautical satellite
communications

¢ Mobile satellite services
¢ Ultra wideband (UWB) radar \\

and communications
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gps jammer schematic
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Data Shows Disastrous GPS Jamming from
FCC-Approved Broadcaster

Pebnary | 2811

Represeristves of B0 GPS bty preseried 1o mentets of the Federtl Communcaions Conmesiin coer, ity

MSLaing wp 30 40,000 NOn-pawer INIAsTers closs 13 e GPS Neguency, DOrRss e Undes States

THE 39cunen! 007 B e Testing siytes thaf it LPesgunred atutve “will Arve § sevens npact on e GP5 b
252 “mill crende & duaslious plarfarence pretdem bae GPS recauar speration i the pord mbers GIPS recervans mil
Sa0ne 13 ComBlN (SITTite Bes of M) whan In D windy of thess tianam@en

On Jarwiary 36, the FOC wabveg Bx swn rubes and graried perrsusiee a1 the potentiel misrferer iz bepacicast = 9w L
Sond 1 (1528 Mz 1558 ¥42) b ‘ el Tha band s agacent to e GFS b
(12251010 W) whets GPS et offer sesdle-Lased 1adk rwigetse wyaleTe speces

The conguery, Lftnguared Nas siated Nal £ wil wark with e OFS sdbasiry 18 see wieh OFS sqagrwest noods
“Mherng 9 St hay doat ook w0 our bead " The PCC warts to yiari e festing process ax Februacy 25 and have 1
Canpleed by Jene 15, 2077 TN 4 81 process.” noted Ligviguared execuive vice 2resioen fer ieguiory affars
W pabhc pokcy SeM Carinie

Prac 2 e decaen repraserisives of the U 3. GPS kfuatry Cosrcd and fwe prorwnes! G5 yarutackarrs, Ga
g Trntle. precared o (eport Expecrmnty Evdence of Wide Sres GG Jarwing Thal W Resut hon
LpttSauareds IYoseas & Corvent Pertiers of L Saed 1 1s Nigh Power Termenr Breaciasd ' 1o e rurdiers af o
FUCs D#800 of Ingmesnng and Tactookagy, cding 8 cval, fes Tentery ot the FTC intemasonsl Derass. sne g
e Pubdie Sty sed Herend Seourty Batssu 200 tas Pan T Yirses Telocorruncaions Bty

Chon an e fodoering bk Sor 8 AUl POF of T Exderimenanl Evidesce of Wite Area GPS Jarewy)

N.Korea Jams GPS to Disrupt S Korea-U.S. Drills

MNorth iKorean military units jammed Gicbal Positioning System signals Fday in
Some parts of South Korea, s govemment babkaves

A government source on Sunday said intermiiant OPS fallre occumad in
nofiwestern base station coverage areas such as Seod, Icheon and Paj ast
Friday "We suspact the inlerference was caused by strong jamming signals sent by
e North *

The Norh first asempted to jam GPS gignals 51 August dunng joint South
Korea U S melitary exescises and the latest asack apparently targeted the curent
"Kéy Resoke” disls, infellgence agencies say

The Noith has two types of GPS amming devices - one impontad from Hussa in the
early 2000s and an adapted wersion. For three 1o four years £ has been ciroulating a
Sales brochure for (s awn version i the Middke East

The vehicks. mounted devoe Imporad from Russ:a s capabie of ammeng GPS
signais from SO 1o 100 ke away. The Nodh Korean.made jgmmer has simllar
capabibes bt 1S cheapar. An inteligence repoft Says ha Noh recerdly imponed a
new 245Vl jrnmer from Russia that |5 capabie of intérfenng with GPS reception
within a ragius of 400 km, which means it can cover nearly alf of the Korean
Peninsuia

JNC Briefing on Jamming Mncident

Wiy 90 we need a backup? Here & a clessic case in pant

Al the JNC o Ordando, we heerd from U 8. Coast Gowd Caplae Mothew Bizaed, the commander of the USCG Canbey
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The highly sccurate Global Positioning System (GPS)
supports modern groand forces s they move and shoot
Maps and compasses stay in cases as digitized forces
quickly use GPS to determine their location and the
enemy's. Although map-reading skills atrophy, few
worry that GPS may suddenly provide erroncous infor-
neation or cease working Sall, US Army oquipment has
already faced attacks on GPS functions—by allies

In Aungust 2000 the Groek government sponsored
tank competition at Litokhoro to determine the Greek
army's next tank—a deal worth $1.4 billion for 250
tunks. Competitors inchnded the British Challenger 2E.
the US MIAT Abrams, the German 2AS and
the French Leclere. During the trials, the British and US

tanks had navigation problems despite using mudiple
GPS satellites to determine their positions precisely

Afier the embarmssing performance, officials discovered
that the GPS satellites were being jammed —by a French
secunty agency. Less than a foot high, the jammers trans-
mitted stronger sigmals thun satellites on the same fre-
queney. The jammers were reportediy hidden on the
firing range and remotely activated as US and Britsh
tunks were lestod.

Greek defense officials found the jamming episode
rather anmsing and discounted the associated technical
mbbmmmmlmmim: if an ally can create such

'oc dwring a fest, what effect conld hostile GPS jam-
ming hive during combat”
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Inhencked pesmeg was nof pheoed in D6 GPS L-band megime . Bt e GPS they ded — unmisrthconsty of courss —
and tha pmmmg comsnuod tor aporocmatsly teo Hoors
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GPS Jamming

STRIDE

Field GPS
Jamming tests
were conducted
In November
2009 — June
2010 to study the
effect of RFI on
GPS signals




GPS Jamming
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Test Site
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GPS GPS Diagnostics

receiver v1.05




Field Evaluations

STRIDE

GPS Coverage Prediction
(Using Trimble Planning)

Satellite visibility PDOP
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Discussion

The accuracy of results obtained was subject to various error
parameters, such as:

¢ lonospheric and tropospheric delays,

¢ Satellite clock, ephemeris and multipath errors

¢ Unintentional signal interferences and obstructions

All these errors are immeasurable and user-uncontrollable.

The ideal testing methodology would be using a GNSS
simulator which can be used to:

¢ Generate multi-satellite GNSS configurations

¢ Transmit GNSS signals which simulate real world scenarios

¢ Adjust the various error parameters.

This would allow for the evaluation of GNSS receiver
performance under various repeatable conditions, as defined
by the user.



GPS Jamming

STRIDE

¢ The study was extended via the
RMKZ10 project entitled
Evaluation of the Effect of Radio
Frequency Interference (RFI) on
Global Positioning System (GPS)
Signals via GPS Simulation.

¢ Simulated GPS signals generated
using an Aeroflex GPSG-1000
GPS simulator.

¢ Tests conducted in STRIDE’s
semi-anechoic chamber.
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Test locations:

N 2° 58" E 101° 48’ (Kajang, Selangor, Malaysia)

GPS Jamming

Test Scenarios

N 39° 45 W 105° 00’ (Denver, Colorado, USA)

S 16° 55" E 145° 46’ (Cairns, Queensland, Australia)

S 51° 37" W 69° 12’ (Rio Gallegos, Argentina)
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UTC times;

0000
0300
« 0600
0900

GPS signal
power level:

« -131 dBm
-136 dBm
-141 dBm
-146 dBm
-151 dBm
-156 dBm
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GPS Jamming

STRIDE

¢ The absence of other error parameters resulted in the
required minimum jamming power levels to be
significantly higher as compared to field evaluations.

¢ Varying probable error patterns are observed for the
each of the readings:

¢ This is due to the GPS satellite constellation being dynamic,
causing varying GPS satellite geometry over location and time,
resulting in GPS accuracy being location / time dependent.

¢ In general:

¢ The highest probable error values were observed for readings with the
highest PDOP values

¢ The the lowest probable error values were observed for readings with the
lowest PDOP values.
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GPSis great for
navigation, but it
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GPS spoofing used to trick
a British vessel into
Chinese waters




White rose of Drachs at sea. Photo courtesy of University of Texas at Austin (Click image (o
enlarge.)

GPS Spoofing Experiment Knocks Ship off Course

University of Texas at Austin team repeats spoofing demonstration with a superyacht.

Latest News

Dee Ann Divis
July 31, 2013

Share via. ,. Slashdot k: Technoratl
(& rwitter EBFacebook

In a startling experiment a research team
from the University of Texas successfully
spoofed a ship’s GPS-based navigation
system sending the 213-foot yacht hundreds
of yards off course — without raising alarms  The spoofed route of the Shite Rose of Drachs
or triggering a hint of the course change on  was hol detected on the ship's navigation

e 5 v
the onboard mnitors. e Py o ot o Tesba
Led by assistant professor Todd Humphreys,
the group used equipment what started as a faint ensemble of civil GPS signals, Those signals
gradually increased in strength until they overpowered the true GPS signals, enabling them to
fool the ship's navigation system, The team sent the ship through a series of subtle maneuvers
that ultimately put it on a parallel course hundreds of meters off its intended track.

Students hijack USS80m yacht with GPS spoofing

By Mchele Starr | Juh 2013

Students from the University of Texas created a custom GPS spoofing device that
allowed them to take over a superyacht's navigation system, changing its course.

The Wive Rase of Drachs
(Credt. Unversity of Texas)

In a project designed to discover just how easy it is to remotely hijack a yacht, a research
feam at the University of Texas designed a custom GPS device that aliowed them to
succassiully take over the navigation equipmeant of a8 US$80 million superyacht off the
coast of ltaly last month.

The team, led by assistant professor Todd Humphreys of the Department of Aerospace



Did Spoofing Down Drone?
December 16, 2011
like [ 15 people like this.

Press reports speculate that GPS spoofing was used to get the RQ-170 Sentinel Drone to land in
Iran. According to an Iranian engineer quoted in a Christian Science Monifor story, "By putting noise
[jamming] on the communications, you force the bird into autopilot. This is where the bird loses its
brain." At that point, the drone relies on GPS signals to get home. By spoofing GPS, Iranian
engineers were able to get the drone to "land on its own where we wanted it to, without having to
crack the remote-control signals and communications.”

"The GP'S navigation is the weakest point,” the Iranian engineer told the fonitor, giving a detailed
description of Iran’s electronic ambush of the highly classified pilotless aircraft.

The Christian Science Monitor story says military experts and "a number of published papers on
GPS spoofing” indicate that the scenario described by the Iranian engineer is plausible: "Even
modern combat-grade GPS [is] very susceptible” to manipulation, the story quotes former U.S. Navy
electronic warfare specialist Robert Densmore as saying. He added that it is “certainly possible” to
recalibrate the GPS on a drone so that it flies on a different course. | wouldn't say it's easy, but the
technology is there.”

"We have a project on hand that is one step ahead of jamming, meaning deception of the aggressive
systems,” the Iranian engineer reportedly said, such that “we can define our own desired information
for it so the path of the missile would change to our desired destination.”

The story further quotes from a 2003 Los Alamos research paper, "GFS Spoofing
Countermeasures,” by Jon 5. Warner and Roger G. Johnston:

“A more pernicious attack involves feeding the GPS receiver fake GPS signals so that it believes it
is located somewhere in space and time that it is not. In a sophisticated spoofing attack, the
adversary would send a false signal reporting the moving target's true position and then gradually
walk the target to a false position.”

In September 2011, the U.5. Air Force awarded two $47 million contracts to BAE Systems and
MNaorthrop Grumman for development of a navigation warfare (NAVVWAR) sensor to military GPS
receivers on aircraft and missiles, and designed to maintain freedom of action under extreme GPS
countermeasures.

Designed to replace traditional GPS elements in airborne GPS/INS systems the NAVWAR Sensor
will reportedly be compatible with existing embedded GPS receivers, and offer 10 meter CEP
location accuracy even under heavy jJamming. In addition to providing consistent position, navigation
and timing data, it will help protect secure Blue Force tracking networks and datalinks, both
considered critical infrastructures susceptible to enemy electronic attacks.

Designed to operate in hostile electronic environment, the future receiver will also offer situational
awareness acting as a signals intelligence sensor, enabling GPS jammer detection,
characterization, geolocation, and reporting of GPS jammers. Networked NAVWAR sensors will
also be able to exchange hostile jammer locations with other networked NAVWAR receivers, thus
optimizing collective countermeasures against the threat. The system will integrate the multi-mode
Y¥-Code, M-Code and C/A-code (YMCA) receiver to offer more advanced capabilities, compared with

US spy drone 'tricked'
into Iran landing by
GPS spoofing

Electronic warfare experts used GPS
spoofing techniques to snag drone,

according to a report

W Comment

Tech4Biz | 19 Dec 2011 : The US RQ-170 Sentinel spy drone that was recently captured and
displayed by Iranian authorities may have been tricked into landing in Iran by electronic warfare
experts using GPS spoofing techniques.

An unconfirmed report in the Christian Science Monitor quoted an unnamed Iranian engineer as
saying that experts in the country were able to electronically ambush the drone, cutting off its
communications links and reconfigure its GPS coordinates to trick it into landing in Iran.
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The engineer was described as someone working for an Iranian team that is
engaged in trying to glean information from the drone.

The techniques used to attack the drone were developed by reverse-
engineering older US drones that were either captured or shot down in
recent years, the engineer is quoted as saying in the Monitor report. The
attack also took advantage of weaknesses in the drone's navigation system
to spoof its landing coordinates and bring it down on Iranian territory.

GPS spoofing

"The GPS navigation is the weakest point," the Iranian engineer is quoted as
telling the Monitor. "By putting noise jamming on the communications, you
force the bird into autopilot. This is where the bird loses its brain."

According to the Monitor, the GPS spoofing techniques fooled the drone
into thinking it was landing at a US military base in Kandahar, Afghanistan,




EXCLUSIVE: Drones vulnerable to te
hijacking, researchers say

& Johvs Robers

1 Prind A small survediance drone fies over an Austin stadum, diligently following
a senes of GPS waypoints that have been programmed into its flight

= Bt computer. By ail appearances. the mission is routine
% Share
Suddenly, the drone veers dramatically off course, careenng eastward
from its intended flight path. A few moments later, it is clear something is
seriousty wrong as the drone makes 3 hard right turn, streaking toward the
south Then, as if some phantom has given the drone a self-destruct
order, it hurlles toward the ground. Just a few feet from certan
catastrophe, a safety plot with a rado control saves the drone from
crashing into the field
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From the sidelnes there are smiles all around over this near-disaster

Researchers use spoofing to ‘hack’ into a
flying drone

American researchers took control of a
tlying drone by "hacking" into its GPS
system - acting on a $1,000 (£640) dare
trom the US Department of Homeland
Security (DHS).

A Unlversity of Texas at Austin team used
"spoofing” - a technique where the drone
mistakes the signal from hackers for the one
sent from GPS satellites

[ A i I

ey Trns i
Drones are mastly used for military operations

The same method may have been used o bring
down a US drone in Iran in 2011 Related Stories

Analysts say that the demo shows the potential danger of using drones Tosts begin on

‘unmanned’ plane
Drones are unmanned aircraft, often controlled from a hub located P

thousands of kilometres away Drones: What are they

and how do they

They are mostly used by the military in conflict zones such as Worky,

Afghanistan Chavez unveils
survelllance drone
Todd Humphreys and his colleagues from the Radionavigation Lab at

the University of Texas at Austin hacked the GPS system of a drone

belonging to the university

They demonstrated the technique to DHS officlals, using a minl helicopter
drone. flown over a stadium in Austin, said Fox News, who broke the
story

"What If you could take down one of these SPOOFING EXPLAINED
drones delivering FedEx packages and use that
as your missile?" Fox News quoted Mr
Humphreys

"Imagine you've got a plane in the air and it sends
back information to the person contralling it on the
ground

"That's the same mentality the 911 attackers So if | wanted to fly my drone on a route between
had." London and Birmingham, delivering mail for instance,

| would get continuous sighals coming back telling

Potential dangers me where it is at all times

And | would get GPS co-ordinates, using a signal



Going Up Against Time

The Power Grid's Vulnerability to GPS Spoofing Attacks

Spoofing tests against phasor measurement units demanstrate their vulnerability to attack. A generator trip in an automatic control
scheme could be falsely activated by the GPS spoofing, possibly leading to cascading faults and a large-scale power blackout,

Daniel P, Shepard, Todd E. Humphreys, and Aaron A, Fansler

s electne power grids continue
A 1o expand throughout the

workd and as tmnsmission lines
are pushed to their opernting finits,
the dyremuc operation of the power
system has become a senous concem
and increasingly difficult to sccurmtdy
model. More effective real-time system
control i now seen as key 10 preventing
wide-scake cascading outiges like the
2003 Northeast Blackoat.

For years, electric power control
centens have estamated the state of the
power system (the positive soquence
voltage magnitude and phase angle ot
each network node) from measurements
of power flows. But for mmproved
accurncy in the so-called power systom
state estimates, it will be necessary o
foed existing estimutons with a nicher
measurcment ensemble or o méasure

Alternating current (AC) guantities
fuve been analyzed for over 100 yeurs
using a construct developed by Charles
Proteus Stemmetz in 1893, known s
a phasor. In power systems, the phasor
construct has coeenonly boen used

A FIGERE 1 Siock dagram of the University of Texas spoofer used 10 attack the phasor unit,

give a complete pacture of the state of
apower sysiem o any instant m time.
This makes synchrophasors uselul for
control, measurement, and analyss of
the power system.

A device used W mesure
synchrophasors is called a phasor
measurement unit (PMU). In a typical
deployment, PMUS are inlegrated m
protective relays and are sampled from
widely dispersed locations in the power
system network, They are synchronized
with respect 10 the common time

by the target receiver so that the spoofer
can produce i matched, lsified vension
of the signal. In the case of military
sagrals, this type of stack is nearly
mpossible becawse he military signal 1
On the other hand, the civil GPS

sagnal is publicly-known and readily
peedictable.

In recent years, civil GPS spoofing
is becoming recogrezod 4s i serioas
threat o0 many critical infrastructure
applications which rely heavily on

Evaluation of the Vulnerability of Phasor
Measurement Units to GPS Spoofing
Attacks

Damiel P. Shepard { debegard wf Sgmual coon ) anel Toddd E. Humnphoeyw
{ fodil, husaphrege ol ule s edu)
The Univervity of Terss uf Austin
Anron A, Fassler [aaron. fanslerfhmge. com |
Noethrop Grureman Ieformation Syelemes

ABSTRACT

Test resuslts are presentod from GEPS spoaling tests agatisl Phissor Mewsaromsest Uita (PMUs) 10
demonst ruto theiy visnombiliey to spoofing attacks, A GPS spoolir cun isanipealate the timbng of o PMU
by broadcasting & fabdfied GPS signal and forcing the time reference rooeiver that is providing timing
for the PMU to track the (alsified signal. This spoofec-imluced timing offset crostes a corresponding
chang i the plese angls sessted Ly the PMU

A particalay synchiroplasor-hased auntommtic control s carrently inglomested in Mexico in e
scribed. 1L i shown that & generator trip could be falsely activated by & GPS spoofing sttack m this
systetts, thas highlightiog the theent of spoofing a PMU A deseription of the ovests that Ted ta the 2008
northenst blackout is provided as an example of a potentinl worst case seenano whore the legitimate ar
fudse tripping of o single generator or transeuisaon fine could lead to owmouding faults and » large scale
blackout,

P 6 A phent of the

Fig 2. Schematic of the tnt sviup relrrvaes and the gumdind PMUSs




GNSS Spoofing

STRIDE

¢ A number of GNSS
simulators have
been designed for
legal purposes

¢ In the wrong hands,
can be used for
spoofing




GNSS Spoofing

GNSS simulators can be built with relatively low cost equipment

STRIDE




Simplistic

Commercial
signal simulator

Intermediate

Portable software
radio

Sophisticated

Coordinated attack by
multiple phase-locked spoofers




GNSS Spoofing

Meaconing

STRIDE

¢ GNSS record and playback systems
record real GNSS signals and
retransmit the signals to evaluated
GNSS receivers.

¢ While spoofing using this method
cannot be used to impose user-defined
scenarios on a receiver, it can still
cause the receiver to compute false
location fixes using the transmitted real
GNSS signals.

¢ Furthermore, this form of attack can be
used for spoofing military GNSS
signals
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GPS Spoofing

Test Scenario

STRIDE

» Testarea located at N 2° 58.056’ E 101° 48.586’ 70m
« The spoofing signal is set for position of N 2° 58’ E 101° 48’ 80m,
while the time is set at the simulator’s GPS receiver time.
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Minimum Time between
\ Date I'TC spoofing position fix
Reading (2012) i signal power loss and
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GPS Spoofing

STRIDE

¢ Characteristics of simplistic GPS spoofing:
¢ Spoofing signal comes from a single direction

¢ GPS receiver temporarily loses position fix lock before being taken over by the
spoofing signal
¢ Increased carrier-to-noise density (C/N,) levels, resulting in improved accuracy.

¢ Rudimentary counter-spoofing measures:
¢ Angle-of-arrival discrimination
¢ Loss of lock notification
¢ Notification of increase in C/N, levels and accuracy

¢ Many of present GNSS receivers are not equipped with such
measures, and hence, are vulnerable to simplistic spoofing attacks.
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... GNSS Jamming & Spoofing

Jamming disruptions are more
likely than spoofing incidents -
but the latter are of " higher
consequence”.




STRIDE

Conclusion

While any GNSS receiver evaluation should encompass field
tests, such tests have limitations in terms on anticipating and
controlling the various error parameters as well as inability to
repeat the test scenarios.

In contrast, GNSS simulation provides advantages of
repeatability, allowing for specific test scenarios to be
applied repeatedly with varying user-controlled parameters.

In addition, these evaluations are conducted in tightly
controlled environments to eliminate factors that could
Influence the repeatabllity of the tests.

Hence, a complete evaluation of GNSS receivers should
encompass both field tests and GNSS simulation.



Presentation Outline

STRIDE

¢ Review of activities conducted on
vulnerabilities of GPS to;:

Radio frequency interference (RFI)
Simplistic spoofing

Static multipath

GPS satellite clock error

Power consumption

® & & o oo o

Speed measurement

¢ Future research direction (RMK11):

Intermediate spoofing

Dynamic multipath

lonospheric and troposheric delays

® & o o

Extension to other GNSS systems;
GLONASS, BeiDou and Galileo
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GPS Functional Tests

s

Pendulum Instrumens
GPS-12R

P\ N
Topcon Hiper GA

Trimble Geoexplorer
6000 GeoXH, Nomad
900G and Juno SB

Trimble R8 ProMark 200



Research Collaborations
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¢ Effect of Radio Frequency
Interference (RFI) on Global
Positioning System (GPS)
Static Observations (2012)

¢ Collaboration with the Faculty
of Architecture, Planning and
Surveying (FSPU), Universiti
Teknologi MARA (UiTM)

¢ Project Co-Leaders:

¢ Assoc. Prof. Sr. Dr. Azman Mohd
Suldi

¢  Mr. Ahmad Norhisyam Idris

¢ Power Efficient Global
Positioning System (GPS)
Receiver Design (2014)

¢ Collaboration with the
Department of Computer and
Communication Systems
Engineering, Universiti Putra
Malaysia (UPM)

¢ Project Co-Leaders:

¢ Dr. Fakhrul Zaman Rokhani
* Mr. Fawaz Mohamed Jumaah
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